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Introduction

ANumber of network threats are increasing, with the world being dependent on
machines and automation.

A Cisco predicts that there will be 50 billion devices connected to the Internet by
2020.

A Attacks are becoming more complex and users are becoming more aware.
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Background

-

Based on prominent IDS in the past decade (2008 — 2018)

AAvailable Intrusion Detection Systems (IDS) — both signature and anomaly
based — detect rely on available datasets, that are mostly outdated.
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Background

Based on prominent IDS in the past decade (2008 — 2018)

A Available Intrusion Detection Systems (IDS) — both signature and anomaly based
— detect rely on available datasets, that are mostly outdated.

ATherefore, they detect a subset of the known attacks.
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Why Taxonomy for Malicious Traffic?

A Available taxonomies focus of specific systems/tools.

With the taxonomy, researchers can

ADesign up-to-date detection tools and find ways to prevent and predict these
attacks.

ABuild better datasets that cover more attacks and have the real world

property.
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Proposed Taxonomy

-

The taxonomy is presented as three control stages:

1. Reconnaissance
2. Scanning
3. Attack
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Proposed Taxonomy V1

Intrusion Technique
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3.1.1.1DDoS - 3.1.1 DoS

3.1.2 Man In the Middle [

3.1.3 Packet Crafting 3.1 Network

3.1.4 Vulnerability Scanning

3.1.56 OS Fingerprinting

3.2.1.1 Trojan

3.2.1 Access
3.2.1.2 Password Cracking
3.2.2 Malware

3.2.4 Misconfiguration




| Abertay .
niverssgty@ Proposed Taxonomy V1 (Cont.)

-

5|

[ | 3.3.1 SAL Injection L—

3.3.2X8S
3.3.3.1 SQL Injection 3 Attacks —
3.3.3 Access — -
3.3.3.2.1.1 Privilege Escalation 3.3.3.2.1 Maintaining Access 3.3.3.2 Buffer Overflow
3.3.4.1 Symbolic Link
3.3.4 Misconfiguration 3.3 Software
3.3.4.2 Path Transversal

3.3.5 Input Validation —

3.3.6.1 Click-jacking

3.3.6.2Channel Swapping ] 3.3.6 Browser —

3.3.6.3 Man in The Browser

3.4.1 Data Provenance - 3.4 Physical
3.4.2 Misconfiguration
34.3 Backdoor — 3.5 Human
3.5.1.1 Spear Phishing 3.5.1 Phishing
)




| Aberta
‘ nivelrsyityé Recent Attacks

-

Malicious Traffic
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Proposed Taxonomy V2

-

AAn extended version of the taxonomy is built.

A Attacks are classified based on:
A Affected OSI Layer
ASource
A Active/Passive
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Conclusion and Future Work

-

AThe aim is to build an extendable, full taxonomy of network threats to help
researchers build up-to-date datasets and robust IDS.

AThe taxonomy should be kept up to date and its effect on building new IDS should
be analysed.
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