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Virtual Private Networks
What are they?

VPN ServerClient Web Server

Encrypted 
Connection

Encrypted 
Connection

Virtual Private Networks (VPNs) provide private 

networks of resources and information over any 

public network.

They were commonly used by organisations to 

connect their resources over the Internet to remote 

workers. 

There are multiple types of VPN available. PPTP, 

L2TP, L2TP + IPSec and SSL based are some 

examples.

The focus of this work is on OpenVPN, a well 

known and popular VPN invented in 2001 by 

James Yonan.

Popular due to it’s simple configuration, ease of 
use and a mix of enterprise-level security.



Why detect them?
Why are they a problem?

VPNs are gaining popularity amongst hackers and criminals around the world 
as they allow individuals to hide their online activities.

For example, if someone wishes to illegally access a companies internal 
network and the resources contained within, a VPN (or multiple VPNs) can be 
used to hide both their identity and their real location.

Tracking down criminals who do make use of VPNs to hide their identity can 
prove to be challenging if not completely impossible. 

Attacks such as the Sony Pictures incident from 2014 or the LinkedIn breach 
from 2012 are examples of the kind of attack that could benefit from the use of 
VPNs.



Solution
Incorporate Machine Learning to detect VPN use

A possible solution is the use of machine 

learning to detect VPN network traffic.

The experiment here aims to test the 

ability of a multi-layered perceptron 

neural network in detecting VPN traffic 

amongst normal traffic.

The neural network will be trained using 

TCP flow statistics gathered from both 

VPN and non-VPN traffic.



Dataset Capture

To generate OpenVPN network traffic, a VPN server was setup up using a mixture of AWS and 
DigitalOcean.

This VPN was connected to using an Ubuntu 16.04 VM which was running a browsing script 
coded in python.

Packets were captured by wireshark and then processed by NetMate in order to gather flow 
statistics.



Dataset (cont.)

To acquire non-VPN traffic, the same capture settings that were used to 
capture VPN traffic were used, except the VPN was not connected.

The non-VPN traffic was labelled as “normal” and passed through 
NetMate as well.

Once complete, the dataset was split into Training, Testing and 
Validation sets. 

Training set = 7862

Test set = 1257

Validation set = 253



Feature Selection

Feature selection was 
applied to the original 
dataset to bring the number 
of features down from 44 
features.

The Weka model 
CorrelationAttributeEval 
was used to find the 
correlation coefficient of 
each feature. 

Any that had a coefficient at 
or above 0.5 were included 
in the dataset. This resulted 
in 10 total features for the 
dataset.



Weka Experiment

Weka was used for both 

processing the dataset and 

training of the neural network.

Neural network model was 

based on weka’s

MultilaterPerceptron model. It 

is trained over 1000 instances 

on the aforementioned dataset



Results

Validation Test Training Test



Future Work

• Investigate the usefulness of this neural network for 

other VPN protocols.

• Investigate other machine learning techniques to 

compare against the machine learning results.

• Investigate different types of internet traffic other 

than just web traffic.
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