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Introduction

• With the explosive growth of the Internet and its extensive use in all sectors, 

network security has become a challenge (Shiva et al., 2010).

• Organizations need to identify and fix these vulnerabilities as their presence 

pose a serious threat to the normal working of computer systems. 

• This patching may be effective sometimes; however, patches may also lead to 

new vulnerabilities in computer systems.

• The primary objective of this research is to investigate how the effectiveness 

of the patching process influences the decisions of hackers and analysts. 

• Recently, researchers have studied the patching process through a game 

theoretic framework called as Markov Security games (Alpcan 2006; Lye 

2002; Lye 2005; Roy 2010).
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Payoff and State Transition Matrices
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Literature and Expectations
• A stochastic security game was proposed and the Nash equilibrium was 

calculated using simulation (Lye 2002; Lye 2005). 

• Current game-theoretic approaches have proposed mathematical solutions, 
disregarding  role of humans with cognitive limitations.

• Across both matrices, the payoff for hackers and analysts are similar and these 
payoffs possess the same valance (positive or negative).

• Thus, we expect similar proportion of attack and defend actions across both the 
effective and less-effective patching conditions. 

• Instance-based Learning Theory (IBLT) , a theory of decisions from experience 
in dynamic environments, has been shown to be successful in accounting for 
decisions of participants performing as hackers and analysts 

• Furthermore, according to IBLT, overall, we expect human decisions to deviate 
from their Nash proportions. That is because human participants would possess 
cognitive limitations on memory and recall processes and human beings would 
tend to rely upon recency and frequency of outcomes to make their repeated 
decisions
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Participants and Experimental design

Hundred participants were employed to play the game.

79% males, 74% Undergraduate, Age Min = 18 years, Max = 30years (average = 21.2 years), all 

participants from STEM Background

➢ Payment: INR 30 (for participation) +  up to INR 20 earned for performance in the game (where 55 

points = INR 1)
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Hackers and Analysts Screens
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Results



Proportion of actions across conditions 

and states
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Interaction :   F(1,98) = .71, p = .39, np
2 = .007             F(1,98) = .69, p = .41, np

2 = .006

State          :   F(1,98) = 5,75, p < .05, np
2 = .06            F(1,98) = 1.97, p = .20, np

2 = .02

Hacker Analyst

*



Proportion of attack/defend actions across 

blocks
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Effective:            F(4, 192) = 0.19, p = .95, ɳp² = .004               F(4, 192) = 0.59, p = .67, ɳp

2 = .012

Less-effective:   F(4, 192) = 1.01, p = .40, ɳp
2 = .020 F(4, 192) = 1.25, p = .29, ɳp

2 = .024

Hacker Analyst



Discussion and conclusion

• Based upon our results, we expect that analysts would continue to 
excessively patch computer systems in the real-world irrespective of the 
optimality and the effectiveness of these patching decisions.

• It seems that hackers, while attacking networks, do not seem to worry 
about whether computer systems are patched effectively or not.

• However, hackers do worry about the vulnerability of computer systems to 
their attacks. Thus, this perception of vulnerability is likely to influence 
hacker’s cyber-attack decisions.

• As per Instance Based learning Theory (IBLT), when  the network is in non 
vulnerable state, then the expectation for the rewarded action becomes 
higher than the expectation for other actions 
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Implications for Real World 

• In the real-world, it may be important to showcase computer networks as 

less vulnerable to cyber-attacks. One could do so via a number of methods 

including social networks, newspapers, reports, and multimedia. 

• Furthermore, in real world scenarios the hackers would generally have no 

or limited information on actions and payoffs of analysts. 

• Similarly, analysts may have no or limited information on actions and 

payoffs of hackers or they could get to know hacker’s actions to certain 

extent via tools like Honeypots. Thus in real world attack and defend 

proportions may be lesser.
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Thank you 
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